HUST

TRUONG DAI HOC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

ONE LOVE. ONE FUTURE.



ONE LOVE. ONE FUTURE.




" TRUONG PAI HOC

BACH KHOA HA NOI e . o © ® 0 o 4 ® o ©® ..
NNNNNNNNNNNNN Y ° o ® o O
‘ . . o ° ° 0] @ ® e o @® .
BACH KHOA | OF SCIENCE AND TECHNOLOGY . . o . L @ °
' S

Chuong 10
AN TOAN TREN KHONG GIAN SO

ONE LOVE. ONE FUTURE.



NOI DUNG
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KHAI NIEM VE AN TOAN TREN KHONG GIAN SO

« Taisao an toan trén khoéng gian so6 (KGS) la can thiét?

* Thé nao |3 an toan hé thong va an ninh mang?




KHAI NIEM VE AN TOAN TREN KHONG GIAN SO

 Tai sao an toan trén khéng gian so la can thiét?
May tinh va mang Ry o N
|a cong cu chinh .
phuc vu tat ca cac
nghanh nghé,
nhat 1a trong thoi
CHUYEN DBOI SO

- : DA, N 4, ’ Le

Néu an toan trén khdng gian s6 khéng dwoc quan tam dung mdrc, sé& co nhiéu van
dé nghiém trong xay ra nhu:

+ Xam nhap bat hop phap

+ Danh cap di liéu

+ Tan céng Ilra dao...




KHAI NIEM VE AN TOAN TREN KHONG GIAN SO

* Thé nao la an toan mang (hetwork security)?

An toan thdng tin (information security):
la kha nang bao vé doi voi méi trwedng
thong tin kinh té xa hoi, ddm bao cho
viéc hinh thanh, sir dung va phat trién
vi loi ich cia moi cdng dan, moi td chire
va cla qudc gia.

An toan (an ninh, bao méat - security):
la mbt qua trinh lién tuc bao vé 1 doi
twong khéi cac tan cong.




KHAI NIEM VE AN TOAN TREN KHONG GIAN SO

* Thé nao la an toan mang (network security)?

An toan may tinh (computer security): la an toan
cho tat ca cac tai nguyén ctia hé théng may tinh:

: An toan mang (network security):
* Phan crng vat ly: CPU, man hinh, bd nh¢, may la an toan théng tin trong khéng
in, CDROM, cac thiét bj ngoai vi khac, ... gian cua mang may tinh.

« Phan mém, di¥ liéu, théng tin lwu trir bén trong.




KHAI NIEM VE AN TOAN TREN KHONG GIAN SO

* DOi twong bi tadc dong khi khong dam bao an
toan trén khong gian so:
o An toan than thé clia moi ca nhan
o Su’ bi mat ctia thong tin cad nhan va té chirc

o Tai san cua ca nhan va to chirc

o Su phat trién ciia mot to chirc
o Nén kinh té cia mot quoc gia

o Tinh an toan ctia mot quoc gia

10



TIEU CHUAN MOT MANG AN TOAN

* Muc tiéu CIA

» Tinh toan ven (integrity):
bao dam dir liéu khéng bi
thay déi hay pha hoai.

* Tinh bao mat (confidentiality):
bao dam dir liéu khéi sw truy
xuat hay theo di.

- Tinh san sang (availability):
bdo dam tinh thong sudt cla
hé théng va tai nguyén

11



TIEU CHUAN MOT MANG AN TOAN

THU CHUAN MOT MANG AN TOAN
* Agthertication « Chimg thy:
7
o N V 4 r
e Kién truc AAA 0a o e
TIEU CHUAN MOT MANG AN TOAN -
+ Authorizaton « Phin quyin i 1 i bt | |ty Pt 8
o S» (— e

= Nhan dang ding nguoi dung
S Vi du: kiém tra

- username/password dang nhap
Xac dinh cac quyén ma nguoi cla 2 tai khodn nguoi dung A, B
dung co thé thwc hién, xac dinh
nhirng tai nguyén nao ma nguoi
dung c6 thé truy cap dworc.

Vi du: néu nguoi dung A thi
dwoc phép xem ndi dung X, Giam sat nhirng gi ma
khéng dwoc xem ndi dung Y ngwoi dung lam.

Vi du: thém/xoa/stra/xem
théng tin cua 2 tai khoan
nguoil dung A, B.

- Authentication

Identity
Services

Authorization Accounting

Kién tric AAA cho phép nha quan tri mang biét dwoc cac thong tin
quan trong vé tinh hinh cling nhu mic d6 an toan cua hé thong mang.

12



TIEU CHUAN MOT MANG AN TOAN

» Authentication - Chirng thuc

Jon Jones
xyzbph

=

Chwrng thue la mét quy trinh nham cb gang
xac minh nhan dang sé (digital identity) cta
phan truyén givi théng tin (sender) trong
giao thong lién lac.

Diém yéu cta cac hé thdng giao dich
bang tai khodn-mat khau 1a :

« mat khau c6 thé bi quén

« mat khau bj 16

- D& dang do tim ra mat khau yéu.

13



TIEU CHUAN MOT MANG AN TOAN

« Chirng thuc bang mat khau stir dung mét lan

.

-

[ ﬁw‘ )
— A

One tlme password (OTP)

.a.?.

Nguwoi dung khéng can lo
lang méat khau ctia minh bj
danh cap hay bi mét

« OTP thworng di kém véi cac thiét bj phan cing

« Pong hd dwoc dong bd thdi gian véi hé thdng Server xac thuc
« Pinh sdn Mot phwong phap tao ra OTP nhw nhau : ham toan
hoc, tin hiéu dong bd thoi gian, ...

14



TIEU CHUAN MOT MANG AN TOAN

« Chirng thuc bang thé cirng

Nhiéu loai thiét bj cé thé dung cho
token card la: thé cirng, PC card,
thiét bj USB, thiét bj Bluetooth, ...
Vi du USB BKAV-CA str dung trong
ké khai thué

- L4 mét trong cac gidi phap bao mat an toan nhét.
« Puoc dung két hop véi mot loai chirng thue khac
(chang han nhw s PIN, mat khau)



https://youtu.be/bmPWDy-qCiU?si=RHOhwYeuDiJVgn7p

TIEU CHUAN MOT MANG AN TOAN

« Chirng thuc bang théng tin sinh trac hoc

« khéng thé lam mét
» Khong thé quén
» Rat kho gia mao

73

£

-

:(" 21 (o
"."(\-' N

{10\ (7503 )\
| NN 1. |
YA IR

1

Finger/Palm Prints

Retinal Patterns Voice Patterns

Dung dé chirng thwe ngudi dung théng qua:

« P&c diém sinh hoc: khuén mat, ban tay, méng mat,
véng mac, dau van tay, DNA, ...

* Hanh vi bén ngoai: dang di, chir ky, giong nai, ...

Nhan dang nham néu:
« Thiét bi doc khéng chinh xac
« Dac diém cla ngudi ciing cé thé thay déi theo nam thang

16



Lién quan téi lap trinh

 Thu vién JWT: https://jwt.io

* S dung Barer token hoac username/password
(thiét bj loT) (hguwoi dung)

» Claim-based Authentication: sir dung tai khoan cua
bén th&* 3 dé dang nhap. Vi du tao trang web quédn ly
Vo7 tai khoan dang nhap dung gmall, facebook,
office365...

17


https://jwt.io/

TIEU CHUAN MOT MANG AN TOAN

« Authorization - Phan quyén

Sau khi dwoc chu’ng
thiee, viéc phan quyén

Y - 7 User Authorization
chi dinh nhirng gi ma Jon Jones System

ngudi diung doé co thé

thi hanh trén hé théng

Phan quyén: dinh nghia cac quyén (rights) va sw cho phép

(permission) cuia ngwdi dung trong mot hé thong

« Diéu khién truy cap sé& cho phép hoac ttr chdi mét chii thé (ngwei , qua trinh)
st dung mét dbi twong (chirc nang, tap tin, ....).
« Diéu khién truy cap c6 3 dang chinh Ia:

o Diéu khién truy cap tuy quyén (Discretionary Access Control)

o Diéu khién truy cap bat budc (Mandarory Access Control)

o Diéu khién truy cap dwa trén vai trd (Role-Based Access Control)

18



TIEU CHUAN MOT MANG AN TOAN

« Authorization - Phan quyén

Phan quyén theo tinh ning ky thuat

* Phéan quyén theo chirc nang/module
* Phéan quyén theo giao dién

* Phéan quyén theo vung trong giao dién

Vi du user A duwoc phép xem bdo cdo tudn,
user B duwoc phép xem chi tiéu cua chi
nhdnh Nghé An.

Quan ly
ban hang

Quan ly Quan ly
hang hoéa hda don

Thém Xem Slra Xem

Phan quyén theo co’ ciu té chirc

« Organization Unit: Phong san xuat,
Phong nhan sv,

* Group: Ban lanh dao, nhdm céng doan

Vi du user A la sinh vién Idp Nhdp mén

CNTT, dbng thoi la I6p phd, kiém chu
nhiém CLB, thanh vién Lién Qudn.

mn?cvlmm I

Wi 0AD TAD

19



Lién quan té&i lap trinh

* Lop AuthorizeAttribute trong C#, JS, JSP
https://learn.microsoft.com/en-
us/aspnet/core/security/authorization/simple?view
=aspnetcore-8.0

20


https://learn.microsoft.com/en-us/aspnet/core/security/authorization/simple?view=aspnetcore-8.0

TIEU CHUAN MOT MANG AN TOAN

* Accounting - Giam sat

-

Véi mét hé théng giam sat !D 'T i’:!U !D
dwoc xay dwng, cac dau veét ~ ‘ = % ' ‘ ‘

cua xam nhap sé dwoc ghi , 0 T l , @
nhan lai dé cung cap mét \/\ ‘ ’ | ‘

blrc tranh rd rang cac sw 4 ; . | :‘ -
kién da xay ra trong hé théng =5 !D !E !D

Céc hinh thirc giam sat chinh bao goém:
« Ghi file nhat ky (logging)

* Quét hé thdng (scanning)

« Kiém soat (monitoring)

21



TIEU CHUAN MOT MANG AN TOAN

-+ Logging - Ghi file nhat ky

Wl Ecemt Viewar

Auckt Succem

Security  Merser of everts 50381 (1) New sves [P ITEEN
———
| Securty -

Keywoih Date a0 Time

i o ~

Evurt 5061 Mcromdt Window

Usrerst  Datetn

% aecunty x

F
|Creptopaphc cpermon
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1 an Mame Carrirmn

) ' Event Vi
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Dpen Swved Log

¥ Coawe Cus

Clearbeg

¥ Fiber Cumert Log
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& ned

o Swedriy

Kmacon » Tesk % this Log

Ve » |
Refresh
H e » |
|
Lvent N1 Mioessft Iindows sesify sl &
Fvent Progerting

| Aamach Tack To Thes Leert

=, <ASHTABULASAT

BN, <ASHT ABULANAT
3 %, cASHTADULANAT >

JENE, <ASHTABULANAT
ASHTABULANAT >
EXE, ¢CASHTABLLANA)

.

» CASHTABLLANAT >
JEXE, <ASHNTABLLANAT >
EXL, cASHTABLL A A]

L. exM, <NT AUTHORITY\SYETEM> l

Sy P
LOOK, ExE, cASHT apuLANAY

ASHTABLLANAT
ASHTA wanal

AL
THTAD
£5

TABULAN AT

M. EVE, CATHTABLLANATS

Log file ghi nhan lai cac
su kién va thoi diém xay
ra trong hé théng

svchust, exe, <KT AUTHORTTY\LOCAL SERVICE

» Thwdng duwoc ghi dwdi dang file Text,
trng dong la mot sy kién.

» Ghi nhan lién tuc khi dang hoat déng.

« C6 thé dwoc ghi trén thiét bi, dia cuc bd,
Server (SysLog) hay két hop nhiéu noi.

» Phai duoc lwu trlr trong 1 thoi gian dai
va bado quan can than

Windows Firewall log file
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TIEU CHUAN MOT MANG AN TOAN

 System scanning - Quét hé théng

3 Fast Port Scanner 1.0 N ;Ll_flj[ -
Be Son teb X Theo dbi va kiém tra cac
Scan Seltig: dich vu mang nao dang
2 hoat ddng trén hé théng
To
From
To « Quét dinh ky rat quan trong trong

viéc giam sat.
» Co rat nhiéu cac cbng cu vé bao

Host Protocol  Port Status | Possble Trcjan mat ho tro quét hé théng_
1921680123 Top 2% Open SMTP, AntiGen : : :

1921680123 Tcp 80 Open HTTP Service, Executor

1921680123 Tep 110 Open POP Service, ProMad Trogan

1921680123 Tep 135 Dpen Netbios Remote Procedure Cal

1921680123 Tep 139 Open Netbios Session (DoS attacks) - N , N X , 2
1921680123  Tep 443 Open Ky thuat quét hé théng co thé
1921680123 Tep 445 Open , . = .3 x
1921680123 T 1023 0 IcQ

AL S phat hién ra nhirng diém yéu

trong hé thong mang hay hé
thé’ng may tinh de gé hwéng
khac phuc va gia c6é.

Clearl ® 1cPap O UDP Stop!

Che&m Poti 232é VScanrng’ cx4-35—577:a 11921680 123}

23



TIEU CHUAN MOT MANG AN TOAN

* Monitoring - Kiém soat

Mot céch duy tri va kiém soat
" hé thdng la thwdng xuyén
| j xem lai cac log file.

Khi c6 sw cb xay ra thi quan tri mang
maoi bat dau kieém tra lai cac log file
va doéi khi diéu nay la da qua mudn

Loging Server

3. Log Parser =[]

Edit View Format

TimeGenerated Domain | User SessionName | ClientName ClientAddress | EventlD ||a|
2006-06-06 06:41:22 SMB sbunting RDP-Tcp#8 UDPD-R3YUAMBNIS  166.161.87.202 682

20060606 070811 SMB  shunting RDP-Tcp#10 UDPD-R3YUAMBNIS  166.16187202 682
20060606 09:06:44 SMB  sbunting RDP-Tcp#11 UDPD-R3YUAMENI5 16616187202 682 > o R x
2006-060603:18:11 SMB  sbunting RDP-Tcp#12  4NSNORTH 1281759541 682 Sw dL_mg cac cong cu ho tror
20060606 15:54:04 SMB  sbuntng RDP-Tcp#13  ANGNORTH 1281759541 682 S N , i
20060606 16:3421 SMB  sbunting RDP-Tcp#14  4NSNORTH 1281759541 682 trong Viéc phan tich cac |og file
20060606 172735 SMB  sbunting RDP-Tcp#15 UDPD-R3YUAMBNIS  166.16187202 682 e e - i

2006-06-06 18:43:52 SMB sbunting Console Unknown Unknown 682

2006-060707:10:41 SMB  sbuntng RDP-Tcp#16 UDPD-RIYUAMBNIS  166.16187.202 682 va co canh bao cac nguy co.

2006-06-07 08:16:23  SMB sbunting RDP-Tcp#18  UDPD-R3YUAMBNIS  166.161.87.202 682

2006-06-07 10:52.17  SMB sbunting RDP-Tcp#15  4NBNORTH 128.175.9541 682
2006-06-07 13:52.55 SMB sbunting RDP-Tcp#20 4NBNORTH 128.175.85.41 682
2006-06-07 16:24:47 SMB sbunting RDP-Tcp#21 UDPD-R3YUAMBNIS  166.161.87.202 682
2006-06-07 17:46:32 SMB sbunting Console Unknown Unknown 682
2006-06-07 19:10:16  SMB sbunting RDP-Tcp#22 MOBILE4NG 166.161.87.201 682 (=)
2006-06-08 06:42.15 SMB sbunting Console Unknown Unknown 682 ol

Auto Resize Close J vl | Neat 10 I

24


https://www.snort.org/

Lién quan téi lap trinh

* Nguon ma: cornflourblue/next-js-11-registration-
login-example: Next.js 11 - User Registration and
Login Example (github.com)

25
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NOI DUNG

« CAC KHAI NIEM CO BAN
- CACNGUY CO ANH HUONG DEN AN TOAN HE THONG;

- CAC THOI QUEN CAN CO CUA NGU'O1 SU DUNG

7 TRUONG DAI HOC BACH KHOA HA NOI
||||||||||||||||||||||||||||||||




CAC NGUY CO ANH HUGNG DEN AN TOAN HE THONG

e Cac moi de doa (threat) dén an toan hé thong.
* Phan loai ké tan cong.

e Cac hinh thirc tan céng pho bién.

18/09/2025 27



CAC MOI DE DOA DEN AN TOAN HE THONG

C6 nhiéu tac nhan co thé la
mdi de doa (threat - con goi
|a hiem hoa hay moéi nguy
hai) cho mét mang may tinh.

C6 thé chia cac mdi de doa (threat)
thanh cac dang sau:

« Pe doa ¢6 td chirc va khéng td chirc
* De doa tir bén ngoai va t bén trong
» PDe doa chu déng va thu déng .

« Pe doa cb y va v tinh .

High _ B Amounis
11 Threats continue to become
] more sophisticated as
| the technical knowledge
Medium ] required Tu_in::plamant
] attacks diminishes.
I
1
Low |
Sophistication of Technical Knowledge
Attacker Tools Meeded

| I | I I I
1985 1990 1¥85 2000 2005 2010

Drag the attacker along the timeline.

28



CAC MOI DE DOA DEN AN TOAN HE THONG

« Pe doa co t6 chirc va khéng to chirc

Crackers Commif Credit P et~ o
Fraud and Steal ldentitias

il

il

J

Credit Card Company

DPe doa c6 t6 chirc (structured threat)
la de doa dwoc hoach dinh trwdc vao 1
muc dich nhat dinh va lau dai.

Céc de doa nay dén tlr nhirng hacker
thanh thao va c6 déng co ro rét.

DPe doa khdng t6 chirc (unstructured threat )
la de doa mang tinh tirc thoi va Ia két qua cda
nhirng hacker don Ié chwa c6 kinh nghiém,
thwerng chi dung cac céng cu co san dwoc
cong khai trén Internet dé thir nghiém.

che dau rat khé phat hién

» [ Cac de doa ¢ td chiic thudng sé dugc ]

29




CAC MOI DE DOA DEN AN TOAN HE THONG

* Pe doa tu bén ngoai va tu bén trong

Internet Your Company

« Xuat phat tr cac ca nhan hodc t6
chirc bén ngoai hé th6ng mang.

« Khéng cé quyén truy xuat vao hé
thdng may tinh va hé thdng mang.

» Chi dot nhap vao ttr Internet hay
bang dwéng Dial-up thong qua RAS.

HR Server

o

Company Network

STOLEN

| COMPANY HR SERVER IS

( ATTACKED CONFIDENTIAL
'“‘“ EMPLOYEE INFORMATION

« “70% céac van dé co lién quan dén bao
mat thwdng dén tir bén trong mang”.

« Xay ra tir mét ai dé c6 quyén truy xuat
trong ndi bé mang.

» Ngan chan cac de doa tu bén trong cling quan
trong nhu cac de doa dén tu bén ngoai.

30



CAC MOI DE DOA DEN AN TOAN HE THONG

* Pe doa chu déng (active) - thu déng (passive ) va de
doa cO Y (intentional) - vO tinh (unintentional)

( —/
B <

Information Theft Data Loss and

Manipulation

.-_404 page
™" not found .
Identity Theft

Disruption of
Service

DPe doa chi dong: cé thé stra dbi thong tin hodc
thay dbi tinh trang hoat déng cda 1 hé thong
VD: thay déi bang vach dwéng clia 1 Router.

DPe doa thu déng: khéng cé thay dbi dir liéu cla
hé thdng.
VD: nghe trdm théng tin trén dwdng truyén.

DPe doa c6 y: cac tan cong tinh vi cé s dung
céac kién thirc hé théng dac biét.
VD: cb tinh xadm nhap mang trai phép.

DPe doa vé tinh: mét sy kién ngau nhién co thé
gay hai cho hé théng.
VD: ché d6 dac quyén tw déng dworc login.

31



PHAN LOAI KE TAN CONG

 Hacker

Hacker mii trang (white hat): xam nhap cé y
tét. Chang han: nha bao mat, 1ap trinh vién,
chuyén vién mang.

» Hacker (intruder, attacker) la ké dung
kién thirc ban than dé tham nhap, tan
céng hé théng may tinh hay mang may
tinh.

- DPa sb hacker déu rat am twéorng vé hoat
dong cua may tinh va mang may tinh.

Hacker mi den (black hat): tham nhap co
muc dich xau nhw: pha hoai, danh cap théng
tin, ...

Cracker =“Criminal Hacker” (hacker t6i pham)

32



CAC HINH THUC TAN CONG PHO BIEN

Chung ta c6 thé goi tat ca cac dang c6 hai
cho hé thong may tinh la “tan céng”.

CAc tan cong c6 thé xuat phat ti:
« C4ac cong cu duwoc thiét ké san.
 Khai thac cac diem yéu cua hé thong.

Tan coéng co thé gay ra:

* Hw hong dir liéu hoac ngwng tré hoat dong hé théng
« Khéng lam hw hai cho di liéu va hé thdng (chang
han an trdom théng tin) nhwng tac hai co6 thé 1én hon.

C6 thé phan chia tan céng ra lam 3 loai chinh:
1. Do tham (reconnaissance)

2. Truy cap (access)

3. T chdi dich vu (denial of service - DoS)

33



CAC HINH THUC TAN CONG PHO BIEN

e Khai niém vé tan cong

.I Normal Flow :

Cac hinh thure v 5 .
tan cong trén
mang
Interruption Interception
l-- Modification Fabrication

34



CAC HINH THUC TAN CONG PHO BIEN

* Tan cong do tham (Reconnaissance)

b 4

Tan céng do tham la loai tAn cong khéng phai
v&i muc dich chiem doat hé thong ma chi tim
kiém thong tin dé co thé khai thac sau nay

Céac ky thuat do tham théng dung:

Nghe Ién

Quét dia chi IP

Quét cbng

Quét tranh né

X&c dinh hé diéu hanh

1 g YN [

Céc théng tin can ghi nhan:

» Dia chi IP; cac dich vu mang dang s
dung; cdng ndo dang m&; may cai hé diéu
hanh nao; phién ban phan mém dang chay
trén may...

« Thong tin trao dbi trén dwdng truyén:
user/pass; cac dia chi hay truy cap; cac dich
vu hay dung

35



CAC HINH THUC TAN CONG PHO BIEN

* Nguy co tir tan cong do tham

lnternet ‘,(

Nguyén nhan thdong dung:
1.

Khéng doc ki “hwéng dan s
dung” (thdng bao) triéc khi bAm
OK hodac an enter

Chuwa c6 thoi quen “phai” dung
phan mém hop phap

Chuwa “hinh thanh” thoi quen
dung mang, may tinh an toan

Thu thap théng tin tai
khoan c& nhan: Mat khau,
soO thé, théng tin phién lam

Ongmal Facket ViéC, th@ng tin trao dél

N AHlogy,

1+ 1

Internal Network

FortiGate

Duplicate Packet

OO
e looyy
QIOOIIOq
F 2
B ) o

Packet Capture

Cac thong tin cua hé théng dé tan cong
sau nay
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CAC HINH THUC TAN CONG PHO BIEN

» Tan cong truy cap (Access

=

& DD [ . THONGBAO. . ] DD
Chic Mirng Tai Khoan Messenger Cla {(Mang
Ma S8 Tring Thuréng La "QR3599") D& R4t May Mén
Tring Dugce L GIAI NHATIY Tir Sy Kién "Tulin L8 Vang
- Tri An Khach Hang".
@ GIAI NHAT Cla Gom:

% 01 Xe Tay Ga " Honaa SH 150.i

attack)

Tan cong truy cap la loai tan cong chiém
lay tai nguyén trén hé thong dich nhu file,
mat khau, quyén diéu khién, ...

% 01 Phiéu Qua Tang Tign Mat Tri 22 2 | 3 RAO. ) 2o Vb
« Giai Thul;n; Do Céng Ty " Mesrs @\ FACE:ESJ:E’:%NGB kDl DEN VO
.. L e . W - **’.' X‘NC Phi
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@ BAT T 70, ¢ Miyng Tai Khodf P2 75, uo 1509")
CéngTV'@xm’Mam NE S8 Trang |hU0:ggéh Nhlén\—e‘.
P"a;;c;*;‘;S: puge He TN LB S okt
a ot u o ) 7z ~ ~ X A~
o1 eI e s 1| C4c k§ thudt tn cong truy
U / K»‘ n v n o
L’i&gaifs. o o cap théng dung:
141 Nt Cua ; 1 Vigt Na z
.:,C;f ‘XanTB.Y G‘? Ta:gDQ:ﬂ M‘;:%n Q!é 100mog%:00VN0 1 Nghe Ien
Aug 15 B O P o Dyng Xang Midn P i 2. S dung lai
" S + . > ) KVﬁhoND , = - - .
T/Eé:?gx‘;’:gmm o FACEBOO | 3. Cuop giao dich
Da kd r .~
: e T8 T o Grioins O Srang e | 4. Ké dibng gitra
Sau khi tan cong tham do dé nam TEN . \ebsie: 5. Cbng sau
7 A . > A A X vy Capbvsag Tho Tye NNan ’ <
dworc cac thong tin co ban vé hé thong feen ™" 6. Danh lra
dich, hacker sé tan cong tryec tiép vao 7. Khai thac I6i
hé thong goi la tan cdng truy cap 8. Tan cong méat khau
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CAC HINH THUC TAN CONG PHO BIEN

« Nguy co tur tan cong truy cap

@ Nl 30%%11:02

« An trdm mat khdu mang x& hoi, email... sau d6 déi mat khau 2
va st dung tai khoan nay cho muc dich x4u

« St dung thdng tin dang nhap t&r xa cta ngwdi dung dé xam
nhap vao hé thdng mot cach hop phap sau dé: phat tan phan
mém déc hai; tAn cdng hé thong tir bén trong

« TAn cdng hé théng bang 16 hdng phan mém, hé diéu hanh

Nguyén Hong ©)

u chup gui qua

thé bao nhiéu/

Thoi téi quan cl ubng ca phé

u 200

dua luon, chyp hinh chi

Facebook User

j em guri théng tin chuyén nhé
o
J S0 tai khoan : 984020800008
j S6 tién : 600000
Ok
J N6i dung chuyén tién : BK
Ngan hang gi

i anh chuyén dung néi dung
chuyén tién anh nhé.
Vietcombank a

Western Union Thong Bao: So du
TK VCB 0861000060965 thay doi
+6,500,000VND nhan 300,14USD
tu dich vu chuyen tien Western
Union. TG: 19h50p. MGD:
98526375

Quy khach vui long vao lam thu tuc
xac nhan thong tin de hoan tat nhan
tien tai :

dichvu-tructuyen.wix.com/
westernunion

Quy khach vui long xac nhan buoc 2
ten truy cap va mat khau cua dich
vu InternetBanking VCB.

dang co viec sao di. chup hinh
gui qua co viec ti, co gi chieu

@ gap
Chiéu gap & dau?

thi toi quan cf nao thi nt cho
hong

Sang gi& nhan dugc may céi

thé cao 200 rdi ban?. D& minh
mua thé cao réi chup hinh giri
cho ban nhé! Hi...hi...hi
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CAC HINH THUC TAN CONG PHO BIEN

e Tan cong tur choi dich vu (Deny of Service)

La tan céng pha hoai
ch&r khéng phai mudn
lay dwoc théng tin.

Tan cong bang ttr chdi dich vu
DoS c6 thé mé ta nhw hanh
ddéng ngan can nhirng ngwei
dung hop phap kha nang
truy cap va st dung vao mot
dich vu nao do.

N6 bao gdbm lam tran ngap
mang, mat két néi vé&i dich
vu... ma muc dich cudi cung la
Server khéng thé dap rng
dwoc cac yéu cau str dung
dich vu tw cac Client.
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NOI DUNG

« CAC KHAI NIEM CO BAN
- CAC NGUY CO ANH HUONG DEN AN TOAN HE THONG;

- CAC THOI QUEN CAN CO CUA NGU'O1 SU DUNG

7 TRUONG DAI HOC BACH KHOA HA NOI
IIIIIIIIIIIIII OF SCIENCE AND TECHMNOLOGY
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CAC THOI QUEN CAN CcO CUA NGU'OI SU DUNG

« Cac thoi quen khi sur
dung may tinh ca
nhan?

e S&r dung phan mém an
toan?

* Tuan thu chinh sach an

ninh ctia hé théong?

cach dé khéng bi ro ri %k %k Xk

f——]
y ~ . ”. ~ ~ 2
thong tin ca nhan trén mang gj

Strdung ché dé xac - Tranh Wifi c6ng cong
thuc 2 yéu té ¥ néu surdung hay dam bdo
ngoai mat khau, strdung tng dung ma héa
¢dn mot thong tin khdc ® di liéu hodc sirdung VPN*

dé dang nhap
@) G nnps:y
vl \

Pat mat khau manh Dung trang web cé

(két hop cdc ky tu, s6 giao thic HTTPS
va ky hiéu dac biét) vi dir liéu duoc ma héa

S dung trinh ‘ ‘ . Pang xuat cac tai khoan
duyét web riéng tu khi da dung xong

’ | \ 2

= /
Han ché chia sé Cap nhat cac

théng tin ca nhan - A Phﬁtr;'nsnm, hé téh6ng
trén Internet g ; dl{ ing xuyen
(mat khdu, s6 thé, - é tiép can vd;, 4
hinh a@nh, dia chi, nhung congnghe,
gidyto...) tinh ndng, baq vd 10i
méinhat
*La mot mang danh riéng dé két néi cdc mdy tinh cta cdc cong ty, tap doan
hay cdc té chuc v6i nhau théng qua mang Internet cong coéng.
Nguon: TTXVN; Jakarta Post © "x“

_—— e

infographicsvn
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CAC THOI QUEN KHI SU DUNG MAY TiNH CA NHAN

« Canh giac trudc khi click vao mot file:

o Ly do: Hacker thudng dung moi cach
Itra ban chay file virus bang cach lam
cho ban tuwdng rang dé la mét file
binh thuong (“.doc” “.zip” “.xIs”...)

o Cach thuece:

> Ludn dé ché do hién phan m& rong
(duoi) cua file:

> Khong tai vé cac file dinh kém tlr
cac trang web la, cac email khéng ro
nguon goc hodc cac email nghi ngo

> Khong click dap dé€ m& usb ma dung
Explorer

> Tat tinh nang autorun néu co thé

. ()
gl = [ :
i open SIENTHge AutoPlay
Explore 22(0) [J(I Search...
Search... AutoPlay Open
(2 Upload using CuteFTP F 72777%(X) uExplore _
Search... (& Upload using CuteFTP P
NOD32 antivirus syste enl ;
s > r'I (EUpload using CUteFT} 0 yop32 antivirus system

Hinh 1. Binh thuong Hinh 2. Binhiam __Hinh 3. Bi nhidm

General View  Saarch

Folder wews
You can apply this view (such as Delals o lcons) 1o
all folders of ths typa

Reset Foldars

Apply 1o Folders

Advanced settings

Fios and Folders ~
[ | Always show icons, never thumbnais
j Always show menus
| Display e icon on thumbnais
/| Display fie size information in folder bps
/| Display the tul path in the titke bar
Hidden Mes and fokders
) Don't show hidden files, folders, or dnves
®) Show hidden files, foiders, and drives
__| Hide emply drives
|| Hide extensions for known file types
|| Hide foider mesge conflicts

|| Hide protected operating system fles (Recommended)
S [ PORIE R S PRSI PR SICRGRUNIURT USRI
Restore Defaults
OK Cancel

18 September 2025
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CAC THOI QUEN KHI SU DUNG MAY TINH CA NHAN

* Thwong xuyén cap nhat hé diéu hanh va cac chuong
trinh diét virus, spyware. Bat ché do Automatic

Update trong cac chuong trinh nay (néu co).

Windows Update
You're up to date
Last checked: Yesterday, 12:18
(4 S “8
Check for updates
Ving & threat protection ACCOUNT protection Firewall & network
] . neeae * t wednd ProteCHon
@ Pau pd ates f 7 da ays
r = P e
App & browssr control Deniee sevunty Davbce prrtormance &
Na sction neede e ot anc rmans health
O Vies pd l sto ry
;ﬁl 7y Advanced options
R i \ndiéte controls snd st
Family optices

Security at a glance




CAC THOI QUEN KHI SU DUNG MAY TINH CA NHAN

 Tién hanh quét virus, spyware
mot cach dinh ky, thudng
Xuyén.
o Pat lich quét tuw dong cho
chuong trinh diét virus, spyware

o Quét virus vao thoi gian ranh roi

(nghi trua, toi)
o Quét trong ché d6 Safe Mode
o Cap nhat cac Boot CD c6 ban

diét virus m&i nhat va quét dinh

A Y

Ky

O Virus & threat protection

Protection for your device against threats.

Y Current threats

Quick scan running...
Estimated time remaining: 00:00:28
4332 files scanned

Cancel

Feel free to keep working while we scan your device.

Protection history

% Virus & threat protection settings

No action needed.

Manage settings

<3 Virus & threat protection updates
Security intelligence is up to date.

Last update: 15/03/2021 12:18
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CAC THOI QUEN KHI SU DUNG MAY TINH CA NHAN

« Han ché truy cap vao cac trang web c6 noi dung
khéng lanh manh, hay cac trang cung cap crack,

serial... hon 90% cac trang web nay co virus,

spyware...

‘mrm)llu n(.wl -

A e o ey R EEY - -

......

- 45



CAC THOI QUEN KHI SU DUNG MAY TINH CA NHAN

¢ Thudng xuyén sao luu cic dir liéu quan trong ra nhiéu noi an toan mot cach
thuong xuyén:
o Copy ra USB, 6 clrng di dong
o Ghira CD, DVD

o Upload Ién cloud (GG Drive, Dropbox, OneDrive)

o GUi vao hom mail (Gmail, Hustmail)

TRUONG DAI HOC BACH KHOA HA NOI WX
MANO! UNIVERSITY OF SCIENCE ANMD TECHNOLOGY
-

Sign in HUST - Office 365 with your account
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SU DUNG PHAN MEM AN TOAN

« Phan mém c6 ban quyén:

Licensing
o Tap thoi quen mua ban quyén phan mém

o Khong sir dung cac phan mém, hé diéu
hanh crack san

o Khéng chay cac phan mém tao key,
khong copy dé cac file chay crack Ién
phan mén trén may

« Phan mém mién phi:

o S dung cac phan mém mién phi cd tinh

nang twong duong

o Chon phan mén ttr cdc ngudn tin cay

18 September 2025 a7



TUAN THU CHINH SACH AN NINH MANG

Chinh sach an ninh mang (network security policies) quy
dinh cac hoat déng nao trén mang duwoc xem la dung.

8|
bl Chinh sach an ninh mang
High Level b o 2 I
Policies bao gom tap cac quy tac
nhirng thao tac cho phép

va khéng cho phép.
Policy a Puwoc chuan hoéa trong cac
.Used to Specify | CHREIETD |

o

RFC nhw 2504, 2196, ...

Confidentiality
Integrity
Availability

Implementation 2083

Viéc xay dwng chinh sach an ninh cia mét td chirc (cong ty)
nén dwa theo nhirng chinh sach an ninh chuan nhw sau:
» Chinh sach gi¢i han truy cap
* Chinh sach an ninh cho may tram
* Chinh sach an ninh vat ly
» va cac chinh sach an ninh khac ...




TUAN THU CHINH SACH AN NINH MANG

* Chinh sach gid&i han truy cap (restricted access)

M&i nhan vién chi co thé thyc
hién dwoc cac truy cap toi thiéu
theo yéu cau cong viéc cla minh.
Khi c6 quyén hon thé sé tao ra
cac rli ro vé bao mat.

Cac chinh sach an ninh gi&i han truy cap cé thé bao gom cac van dé nhw:
« Han ché truy cap vao hé thdng file hay di¥ liéu trén Server cuc bd.

« Han ché truy cap Internet: yéu cau tai khoan va mat khau.

« Gi&i han truy cap vao hé théng VPN: doi hdi username, s PIN, sb cla token
dwoc cung cap, ...

« Thworng st dung dén cac diéu khién truy cap.

« Gi&¢i han truy cap khéng chi vé dir liéu ma ap dung cho ca vé con nguoi.




TUAN THU CHINH SACH AN NINH MANG

« Chinh sach an ninh cho may tram (workstation
security policies)

May tram Ia 1 may tinh ndi két
dén mang va st dung cac tai
nguyén clia mang.

Cac chinh sach an ninh cho may tram cé thé bao gém cac van dé nhw:
« Lwu triy file trén may tinh va copy di liéu ra thiét bi lwu trir ngoai.

« Thay ddi ciu hinh, giao thtrc mang, cai dat phan mém, ...

« Tai khoan ngu®i dung cuc bd va quyén cta ngudi dung.

« Viéc sr dung cac thiét bj di ddng va cam tay mang vao co quan.
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TUAN THU CHINH SACH AN NINH MANG

e Chinh sach an ninh vat ly (physical security)

T - . r 5 o A NG . X
Gioi hap cac truy cap vat ly tryee tiép,
han ché nhirng nguy co’ xay ra.

Cac chinh sach an ninh vat ly c¢é thé bao géom cac thanh phan nhuw:
- Dia diém: phong Server, phong thi nghiém, ...

- Tai san: phan cirng, phan mém, di liéu, thiét b, ...

* Mirc d6 an toan: tu bao vé, khoa, loai chirng thuec, ...

« Tha tuc chirng thwe: ai can chirng thuc, chirng thwe nhw thé nao , ...
- Giam sat va ghi nhan: ai & dia diém nay vao thi gian nao.
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THANK YOU'!

@ husteduvn @ fb.com/dhbkhn



